AR A S B S

2018 £ 7 H 4 H

¥ 8

20155362 " 4 B JiE ¥ 2% B f5-1503

Py B 45 s
CEZMD

£ AIDN

Sl AL

KRBT KA 27 B

A —Pr i
TAE RS,

B BIENAH S (Web 224 R I 2 4 m B m i AR
B —HR 2], 217 HIML B 5 WA SC AR, PR T JavaSeript
1 php IAIES, KE T php SiEEHIRIPIM TR B T 5 )15
f), FEXF SQL VENFA TIRZIMERME, AI0E 7 SQL VENR R B K& 3 207
HIE T XSS i SO FAR IR 2238 7 BurpSuite Tl FfANTE AN
e 388 3ok — U AC T R0 [ 3 TR IR IR B S TR AR, BB B
12 Nmap T HXF web B H A TIRIAFH, SR E M Bsql 3B xss #4775
%, AL

| P S e

L T EEHL L Rl 22 4 I BoAS Bk s/ N 25, =S T EHLM
LRI AN, B2 T Cisco SIS AL &, Al 1 2% th 2% i 2 5 i
A BB AT E, 1 PR B S SR 5 oh JF B e B, ACL Vg [l 51 )
FOMINAT 30 SIEE . T A T a8 5 RIP B, ospf B8 EHEMIUE
L, RIXECE . 2IXECE, 5ERCT NAT. S E i . RIP B 2H M
ospf % FH 4L BIZE ARSI -

2. MG SERHE AR : GBS /NI, MIE T Vian AR SECE, Trunk
S TEOE, VIP VMY SHCE, B i E & DHCP R4k, =2 ik
5t By 588 798 F vlan/trunk/vip SRR T Z A8 B4 S0G, HUE
¢ S BG R v 1 an (8] 9254 B3 S256

JHAWAHA: WL =N, TR T Mg NS, IR T B
KA VL2, FITE T 7 K8 1) 22 A TR R 22 A IX S ) i B 5 Re i R 42 eNSP
PR 28 52 A S (O BC B A, B4R T NAT oAk, FRENSJniERs Kb 7E Al
R 285 F 1) IO F AN S B

AR L )

SIS RE S, AR AR R R S S O R AR
FESR—HB s e, A8 7 SQL VENJEHE, [ERESLEEREY, &
SOEIE A, AL AR B RIZ IR, R A ROk R
FZIR AR, XA AT R TR R 2

FESR 0 WSS RE A, 2 Bl AR G B i & S RS2 5 B
AFEFAEL S, AR BEA AR RS E 5%, R B LR SR A,
i R AR AR AR, X REATRBARATR, 58RO RGN 4%

MoE, RXFEARMMIERGLERIZT, HFEEK.




FEr: BEINAE fURR S
. Bl R
AR . mysql -hlocalhost -uroot -proot
SR EEZE:  show databases;
BERBAEE: create database student character set utf3;
1§ FHEPEZE . use student;
BETAZ: show tables;
IR create table users(xxx);
R £ s  drop database temp;
THEFIEE: desc users;
s hn%l: alter table users add headimg varchar(30);
&4 %44: alter table users change headimg headpic varchar(30);
BT alter table users modify headpic varchar(50);
HAT R4 (as IJEHE): alter table users rename as members;
BT A EHE: select * from users;
TR EE S select * from users where id = 1;
TIHFEES| 4 select username,password from users;
B # 4 : update users set score = score+1 where id = 8;
M 4= % . delete from members;
MR Te 2 HdE: delete from members where id = 8;
EBEKE: sum,max,min,sum,count
Gk TSR T 80 I NEL:
select dept,count(username) from users where score > 80 group by dept;
SR TRGUR T 80 RIABOHE AR I ABCN T 1
(1)select dept,count(username) as deptcount from users where score > 80 group by dept having
deptcount > 1;
(2)select dept,count(username) from users where score > 80 group by dept having
count(username) > 1;
Be & Aif): {8 union R8T B EE NN
(1)select usernamezdept ftom users union select 1,2;
(2)select username,dept from users union select score,sex from users;
~. SQL EA T EL A
A Hee S5
L& JEEN and 1=1 and 1=2
2 MYEAN “and 1=1 -- - ‘and 1=2 -- +
FRIEENTEE
1. UNION query SQL injection (AJBEAEHITEN)
2. Stacked queries SQL injection (RJ ZiEA) & HVEN)
3.Error-based SQL injection (#R%&7IEN)
4 Boolean-based blind SQL injection (Afi/K7HIEN)
5.Time-based blind SQL injection (F& I [8] ZEIRIE N )
= SQL VENFZHE LA i1
land 1=1/and 1=2 [8]%% SUHIANE CREIZAIKD
‘and 1=1 -- -/ ‘and 1=2 -- -[A1 B LTI AN A CAAF 24 B



2GS R PR VS B DU R AN E] CRETE, ST H SR AL D
3\ (5% XF)
4.-141 BN A b AT CERASHE, R EAA RO
5.and sleep(5) (W7 UL I IR [R1H [A])
6.and 2>1  (AA/RAY7EN)
V0. MYSQL H1i# 3 FARe XUkS
1.#
2.--
3% %
4./%1.%) NERTERL
i MySQL & 0]
system user() RFH 4
user() 4
current_user() 4 H 4
session_user()EBAE PEIH 7 44
database() (i FE 4
version() MY SQL {4 /22 kit A%
@@datadir IR PR EE AT
@@basedir MYSQL %% #8412
@@version_compile os #E R4
load_file() MY SQL Tz HUAS SO ) bR 4
75 WESEAN: database(),version()
1.9 580t
NGNSl o
3.%0a 1T
4. XSS JWiiZ 4
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By MR A S
—. VLAN T{EJ5

ATHRA

LENEBEERER,: configure terminal
2.BCEBVLAN: vlan 10,20

3.Em%E: vlan10
name student

4BHIERUEL: end

5.show vlan-switch brief

6.configure terminal

7HNEO: interface fastEthernet 1/0
8.switchport mode access
9.switchportaccessvlan 10

10.exit

04
LEFTIINRIZIEN, (D)
->end
->show ip interface brief
->conft
->interface range fa1/2-3
->shutdown

->no shutdown

PERE
->intfa1/3

->switchport mode access
->switchport mode access vlan 10

PC
FCEip: ip192.168.10.1/24

Trunk

intfa1/2

no switchportaccessvlan 20

do showrunintfa1/2 //doREE LTI AET

switchport trunk encapsulation dotlq
switchport mode trunk
show interfaces trunk

show interfaces fa1/2 switchport //IZOIEMER

intfa1/2
switchporttrunk allowed vlan remove 20
show interfaces trunk

ERRATAR

->conft

EeEtrunk

->intrangefa 1/2 -3
->channel-group 1mode on
->show interfaces port-channel 1



. VTP M H
VTP

1.
->conft
->vtp domainsimp

2.

->intfa1/0 //(intranfa1/0 -1)
->switchporttrunk encapsulation dotlq
->switchport mode trunk

3.
->vtp password simp.com

4.({fox)

->vtp mode server
->vtp mode transparent
->vtp mode client

5.
->end
->show vtp status

->vlan 10 '
->exit

->vlan 20

->exit

->show vtp status
->show run | invlan
->show vlan-s brief
->show interfaces trunk

6. IHIESE, TIMAEN (FRINEERES)
->intfa 1/1

->shutdown

->no shutdown

->switchport mode access

->switchportaccess vlan 10

->end

->vtp pruning

B

1.ECEESW1

->conft

->vlan 10,20

->exit

->intfa 1/1
->switchportmode access
->switchportaccesswvlan 10
->intfa'l/2

~>switchport mode access
->switchport accessyvlan 20
->exit

->intfa 1/0

>switchport trunk encapsulation dotlq
->switchport mode trunk
->end

->show vlan-s brief

2.FgER1

->conft

->intfa 0/0

->shutdown

->no shutdown

->exit

->intfa 0/0.?

->intfa 0/0.10

->encapsulation dot1Q10

->ipadd 192.168.10.254 255.255.255.0
->intfa 0/0.20

->encapsulation dot1Q 20

->ipadd 192.168.20.254 255.255.255.0
->end

->show ipintbrief

->show ip route

3.pC1

->ip 192.168.10.1/24 192.168.10.254
4.PC2

->ip 192.168.20.1/24 192.168.20.254
5.ping

ping 192.168.20.1

6.1ME



= ZREAHEEOR

=E3cHe (EFE/NELR)
HiOgAR1, FEXF

1.ESW1
->conft

KiA1/08E0

->intfa 1/0

->shutdown

->exit

->intvlan 10

->ipadd 192.168.10.254 255.255.255.0
->no shutdown

->intvlan 20

->ipadd 192.168.20.254 255.255.255.0
->no shutdown

->end

->show ipintbrief

->show ip route

FEHHIEE
->conft

->ip routing
->end

->show ip route

->shoint fa0/0.10
->shointvlan 10

PR, Hp— PRt

ESW1:

->conft

->vlan 10,20

->exit

->intfa1/1

->switchporttrunk encapsulation dotlq
->switchport mode trunk

->intfa 1/0

->switchport mode access
->switchportaccessvlan 10

->intvlan 10

->ip add 192.168.10.254 255.255.255.0
->intvlan 20

->ip add 192.168.20.254 255.255.255.0
->no shutdown

->exit

->ip'routing

->end

->showvlan=switch brief

->show ipinterface brief

->show ip route

ESM2:

->conft

->vlan 20

->exit

->intfa1/1
->switchporttrunk encapsulation dotlqg
->switchport mode trunk
->intfa 1/0

->switchport mode access
->switchportaccessvlan 20
->no shutdown

->exit

->iprouting

->end

->show vlan-switch brief
->show ipinterface brief
->show iproute

PC1:
->ip 192.168.10.1/24 192.168.10.254

PC2:
->ip 192.168.20.1/24 192.168.20.254

ping:
->ping 192.168.10.1
->ping 192.168.20.1



V4. STP k%5
TR FTAZEALFEE vianl0,% 8 swl NARNE, T2 sw2 16 fal/3 Fl sw4 [1 fal/5
S 4% block #, FHAth4% 1R+ forwarding

mEDLE:

1.ESW1(ESW2,ESW3,ESWARIB) ELE trunk
->conft
->intrangefal/0-1 //aint range fa1/0, fa1/1

->switchporttrunk encapsulation dotlq
->switchport mode trunk
->end

2ESWIFREIHFIVIAN, Eft/INSBEm%S

->conft Py
->vtp domainsimp
->end

->conft
->vlan 10

3.BCESTP

->conft

->spanning-tree vlan 10root primary /iR ERNE BEEERETIR
spanning-treevlan 10priority ?(—R%28192)

->intfal/3

->spanning-tree vlan 10 port-priority ? /BB LR

->spanning-tree vlan 10cost ? //ERB IR IR A

4.ZFfshow

->show interfaces trunk

->show vtp status

->show vlan-switch brief

->show spanning-tree vlan 10 brief

->show spanning-tree intfa 1/0 BEEOID



Fi. B RS E S E
C 1 ERERER

->show ip route (static)
->show ip route 0.0.0.0
->show ip cef192.168.3.0

->show run | inip route

ECEREb
->intloopback 0

traceroute
->traceroute 3.3.3.3

BUARRE, BFRRISRFIEARER3Y790.0.0.0

FERIRIZEGORY
->iproute 0.0.0.0 0.0.0.0 12.1.1.2

R1:

->conft

->ip fa 0/0

->ipadd 12.1.1.1 255.255.255.0

->no shutdown

->exit

->iproute 23.1.1.0 255.255.255.0 12.1.1.2
->ip route 3.3.3.3 255.255.255.255 12.1.1.2

->ping3.3.3.3

R2:

->conft

->ipfa0/0

->ipadd 12.1.1.2 255.255.255.0

->no shutdown

->ipfa 1/0

->ipadd 23.1.1.2 255.255.255.0

->no shutdown

->ip route 3.3.3.3 255.255.255.255 .23.1.1.3

R3

->conft

->intfa0/0

->ipadd 23.1.1.3 255:255.255.0

->no shutdown

->intloopback0

->ip add 3.3.3.3 255.255.255

->exit

->ip route 12:1.1.0 255.255.255.0 23.1.1.2

I RERIAKH
R1:
->conft

->no iproute 3.3.3.3 255.255.255.255 12.1.1.2

->no iproute 23.1.1.0 255.255.255.0 12.1.1.2
->iproute 0.0.0.0 0.0.0.0 12.1.1.2

R2:

->conft

->noiproute 12.1.1.0 255.255.255.0 23.1.1.2
->iproute 0.0.0.0 0.0.0.0 23.1.1.2

T IR R

R1:

->conft

->intfa 1/0

->ipadd 122.1.1.1 255.255.255.0
->no shutdown

->no ip route 0.0.0.0 0.0.0.0 12.1.1.2//MB& T RS AYES R

B ERE
->iproute0.0.0.00.0.0.012.1.1.2 10 /103 fsimpRESfE

->iproute 0.0.0.0 0.0.0.0 122.1.1.2 20
/IERARSE N ETRIEEEY, i, NEMREERS

R2:

->conft

->intfa 2/0

->ipadd 122.1.1.2 255.255.255/0
->no shutdown

TREIE I P EE MR
->iproute 0.0.0.0 0.0.0.0 12.2.12 20
->iproute 0.0.0,0 0.0.0.0 122.1.1.2 20

IVCEREH: EEMFRE, NEUEE

RUECEECARRE (W)
R2ECEI SRR

->conft

->iproute 192.168.0.0 255.255.248.0 23.1.1.3
->end

R3:

->conft

->intlo1

->ipadd 192.168.3.1 255.255.255.0

->ipadd 192.168.4.1 255.255.255.0 se
->ipadd 192.168.5.1 255.255.255.0 se
->ipadd 192.168.6.1 255.255.255.0 se
->ipadd 192.168.7.1 255.255.255.0 secondary

_ //secondary: #&EOFEZ NP
V BIAEEH

R1:
->conft

(->noiproute 0.0.0.0 0.0.0.0) /AT IVEL B ERARH

->iproute 192.168.3.0 255.255.255.0 23.1.1.3
->iproute 192.168.4.0 255.255.255.0 23.1.1.3
->iproute 192.168.5.0 255.255.255.0 23.1.1.3
->iproute 192.168.6.0 255.255.255.0 23.1.1.3
->iproute 192.168.7.0 255.255.255.0 23.1.1.3

->iproute 23.1.1.0 255.255.255.0 12.1.1.2
->iproute 23.1.1.0 255.255.255.0 122.1.1.2
->end

->ping 192.168.3.1

->ping 192.168.4.1

R2:SEIRIVELE
R3.SCWIVER









J\\ ospf Zi& S5

R1:

-=conft

->int fa 1/0

->jp add 16.1.1.1 255.255.255.0
->no shy

-=int fa 0/0

->jp add 123.1.1.1 255.255.255.0
->No shuy

->exit

-=router gspf 1

-=router-id 11.1.1.1

-=network 16.1.1.0 0.0.0.255a 0
-=network 123.1.1.00.0.0.255a 0

[IFTRRIAIE

-exit

->int fa 1/0

->ip gspf authentication message-digest
->ip gspf message-digest-gday 1 mdS simp
-=end

-»3ho ip aspf border-routers

[TERL EARKENFIXER FEFIARS
-=conft

->router pspf 1
-=default-information originate always
->end

R2:

->conft

-=int fa 0/0

->jp add 123.1.1.2.255.755.255.0
->Nno shy

->int fa 1/0

->[p add 25.1.1.2 255.255.255.0
->no shy

-zrouter gspfl

-=router-id 22.1.1.1

-=network 123.1.1.00.0.0.255a 0
-=network 25.1.1.0 0.0.0.255a 1
->end

->3hg ip espf neighbor

/2= aDRother

->conft

-=int fa 0/0

->ip gspf priority O

[ RN RIsARIE

-=conft

->int fa 0/0

->ip pspf priority 0

-=router gspf 1

-=area 1 stub no-summary

R3:

-=conft

-»int fa 0/0

->p add 123.1.1.3 255.255.255.0
-=no 5huy

-»int fa 1/0

->jp add 34.1.1.3 255.255.255.0
->no shu

-=router gspf 1

-zrouter-id 33.1.1.1

-»network 123.141.0 0.0.0.255a 0
-=network 3401.0.0 0.0.0.2553 2

{iZ = IDRother

-»int fa.0/0

=g papfpriority O

-=gnd

->ghg ip espf neighbor

/{TEABR LTS

-=conft

~zrouter gspf 1

->area 2 range 192.168.0.0 255.255.252.0
R4:

-zconft

-=int fa 0/0

->ip add 34.1.1.4 255.255.255.0

->no shuy

->intlo 0

->ip add 192.168.1.1 255.255.255.0
->ip add 192.168.2.1 255.255.255.0 5&
->ip add 192.168.3.1 255.255.255.0 5&
->router gspf 1

->router-id 44.1.1.1

->network 34.1.1.00.0.0.255a 2
->network 192.168.0.0 0.0.255.255a 2
-=end

/RUNESSERARER, E5—1
-»sho ip 1o aspf

R35:

-=conft

-»int fa 0/0

->ip add 25.1.1.5 255.255.255.0

->no shu

->router gspf 1

->router-id 55.1.1.1

->network 25.1.1.00.0.0.255a 1
-zend

-»sho Ip ospf neighbor

->she ip ro gspf

/rafifEEilE, BEE—

->she ip 10 aspf




R5:

[RUNESEENAEER, BEF—

->5ho 1p 1o ospf
J/ReiERIPEER S RlospfhfE, =8 —
=

->sho ip ospf database
[RFNT2ZMERHHTLEE, EF—~
->zho ip ospf database

->3ho Ip ro ospf

[ P RERILSARIE

-rronft

-=router gspf 1

-rarea 1 stub

-=end

->5ho Ip ro ospf

->5ho ip ospf database
RB:

-zronft

->int fa 0/0

->jp add 16.1.1.6 255.255.255.0

-=no shuy

-=int fa 1/0

->ip add 67.1.1.6 255.255.255.0

-=no shy

-=router gspf 1

-zrouter-id 65.1.1.1

-=network 16.1.1.0 0.0.0.255a 0
-zend

->5ho Ip 1o ospf 4
WAy =1"N"=

-=conft

->int fa 0/0

-»ip ospf authentication message-digest
->ip pspf message-digest-dey 1 md5 simp
-=end

IHerE, EER

->s5ho Ip 10 ospf

[/ECERIP

-=conft

->router rip
-=yep

R0 au

~=network ©67.0.0.0
-zend

->5ho ip ro rip

RG:
/IREIERIPEEEHESFo Hlospf

-zconft

-zrouter gspf 1
->redistribute rip subnets
-zend

JIFT172REB# TR
-=conf t

->router gspf 1
-zsummary-address 172.16.4.0 255.255.252.0

JECEER7SHEIZETE

->router rip

-»default-information originate
-zend

->sho Ip ro

R7:

-zconft

->int fa 0/0

-»jp add 67.1.1.7 255.2535.255.0

->no shy

-=int lo O

->p add 172.16:4.1 255.255.255.0
->p add 172,16.5.1 255,255.255.0 se
->jp add 172.16.6.1 255.255.255.0 se
->jp add 172:16.7.1 255.255.255.0 se
-=end

HESEEE, SR FRESRTEIRERE

-»3ho ip g

EE=R, EE—, LT
-=shoipro rip

->ping 192.168.1.1

[/ERERIP

->router rip

-=yer 2

->N0 au

-znetwork 67.0.0.0
-=network 172.16.0.0



JfL. ACL

J/IESEEMER Fospf, TEREEFIE [(ELEEEACL
JIRECE—NRERED Ra: ] _
Jfrouter ospf 1 ->ip acce%s-llst extended permit_http
Jfrouter-id 11.1.1.1 ->5 permit tgp 192.168.10.0 0.0.0.255 host 44.1.1.1.1 eq 80
//network 0.0.0.0 0.0.0.0a 0 ->10 deny igmp 192.168.10.0 0.0.0.255 host 44,1.1.1 echo
->ip http server
_ ->ip access-list ex permit_hitp
/[EEmEACL ->permit gspf any any
Ré4: ->int fa 0/0
->conft ->[p access-group permit_http in
-access-list 10 permit 192.168.10.0 0.0.0.255
-=access-list 10 deny 192.168.20.0 0.0.0.255 IS
-»access-list 10 permit any .
_>do sho Ip access ->no access-class 10 in .

->int fa 0/0
-=ip access-group 10 in BT RIEZERIACL
R4:
/EETEET ->sho clock
->no jp access-group 10 in '>f'°nf t ~
Slineyty 04 ->ip access-list &
->password simp ->no 10
->login .0.255 host 44.1.1.1 echo
->exit
-xlineviy 04

-»access-class 10 in

JIEEETEE

->telnet 44.1.1.1

IR itico 68.10.0 0.0.0.255 host 44.1.1.1 eq www time-range worktime
->no access-class 10 in

//ECEI FRACL
R3: ->telnet 44.1.1.1 80
->conft ->clock set 15:00:00 27 june 2018

-»access-list 100 permit jgmp 192.168.10.0 0.0.0.255 host 44.1. ->ghpo time-range

-=access-list 100 permit tgp 192.168.20.0
-»access-list 100 deny jcmp 192,161
->access-list 100 permit gspf any
-»end

->conft

->int fa 2/0

->ip access-group 100 o

/R

-*no p acc oup 1



o ER SRS 5 SRS R

" I distribute-list

R1:

->conft

->intfa 0/0

->ipadd 12.1.1.1 255.255.255.0

->no shu

->intlo0

->ipadd 192.168.1.1 255.255.255.0
->ipadd 192.168.2.1 255.255.255.0 se
->ipadd 192.168.3.1 255.255.255.0 se
->routerrip

->ver2

->noau

->network 12.0.0.0

->network 192.168.1.0

->network 192.168.2.0

->network 192.168.3.0

->access-list 10deny 192.168.3.0 0.0.0.255
->access-list 10permitany

->do shoip access
/FEH TS ER TSR

->routerrip

->distribute-list 10out fa0/0
/[R2¥§ospfEH T EIipE
->shoipr

->clearipro *

/SRZIEEHEE

->shoip rorip

R2:

->conft

->intfa 0/0

->ipadd 12.1.1.2 255.255.255.0
->no shu

->intfa 1/0

->ipadd 23.1.1.2 255.255.255.0
->no shu

->routerrip

->ver2

->noau

->network 12.0.0.0

->do shoipro rip

->router ospf

->router-id 22.1.1.1

->network 23.1.1.0 0.0.0.255 a 0
->do shoipro rip

->end

->cleariproute * /B HRE
->shoiprorip

->conft

->access-list 10deny 192.168.8.0 0.0.0.255
->access-list 10 permitany

->routerospf 1

->distribute-list 10infa 1/0

->end

->shoip route ospf

//ripE5 0% ospf

->conft

->routerospf 1

->redistributerip subnets

->end

->shoip routerip

/338

->conft

->acess-list 20 permit 192.168.1.0,0.0.0.255
->shoip access-list

->conft

->routerospf i

->distribute-list20 out rip
//ospfEH T Erip

->routerrip

~>sedistribute ospf1metric5

Yovrs

~>access-list 30 permit 192.168.8.0 0.0.3.255
->routerrip

->distribute-list 30 out ospf 1 //MospfHi5TA

R3:

->conft

->intfa 1/0

->ipadd 23.1.1.3 255.255.255.0

->no shu

->intlo0

->ipadd 192.168.8.1 255.255.255.0
->ipadd 192.168.9.1 255.255.255.0 se
->ipadd 192.168.10.1 255.255.255.0 se
->ipadd 192.168.11.1 255.255.255.0 se
->ip ospf network point-to-point
->routerospf 1

->router-id33.1.1.1

->network 23.1.1.0 0.0.0.255 a 0
->network 192.168.0.0.0 0.0.255.255 a 0

//RAGripE DT Eosplf5

->shoip ro ospf
/3EZE

->shoip ro ospf

30

" IV BRI E S L)

LAGEEIR, ERERSEIRIES-5-2-14508, SATI3-1 A1, HEIRIRM
R2:

->conft

->routerospf 1

->redistributerip subnets

//->routerrip

//->redistribute ospf 1 metric1

R3fEREMA-5-2-17F

->conft

->routerrip

->offset-list 10in 4 fa 0/0

->exit

->access-list 10permit11.1.1.1.0.0.0.0
->end

R4:

->conft

->routerrip
->redistributeospf 1 metricl
//->router ospfl
//=>redistribute ripsubnets

LIFRTTER
R2:

->conft

-3access-list 10permit11.1.1.1 0.0.0.0
->route-map r2o permit 10

->match ip address 10

->settag 100

->route-map o2rdeny 10

->match tag 200

<>end

->sho route-map

->conft

->route-map r2o permit 20

->exit

->route-map o2r permit 20

->end

/1¥8R

->conft

->routerospf 1

->redistributerip subnets route-map r2o
->routerrip

->redistribute ospf 1metric 1 route-map o2r

->conft

->routerrip

->distance 109 12.1.1.1 0.0.0.0 10
->traceroute 11.1.1.1

R4:

->conft

->route-map o2rdeny 10
->match tag 100

->exit

->access-list 10permit 11.1.1.1 0.0.0.0
->route-map r2o permit 10
->match ip address 10
->settag 200

->end

->sho route-map

->conft

->route-map o2r permit 20
->exit

->route-map r2o permit 20
->end

->sho route-map

->conft

->routerrip

->redistribute ospf 1 metric 1 route-map o2r
->exit

->routerospf 1

->redistributerip subnets route-map r2o
->end

->conft

->routerrip

->distance 109 34.1.1.3 0.0.0.0 10

->end

->shoiprorip

->traceroute 11.1.1.1



~+—. HSRP/VRRP i

ESW1:

->conft

->intran fa1/0-1

->switchport trunk encapsulation dotlq
->switchport mode trunk

->exit

->vtp domain simp

->vlan 10

->exit

->intvlan 10

->ipadd 192.168.10.1 255.255.255.0
->no shu

->exit

->spanning-tree vlan 10root primary o
->intvlan 10

->standby 1ip 192.168.10.254

->standby 1 priority 200 (448200

->standby 1 preempt

->end

->shostandby brief

->conft

->intfa 0/0

->ipadd 10.1.11.2 255.255.255.0
->no shu

->ip routing

->routerospf 1
->router-id1.1.1.1
->network 0.0.0.00.0:0.0 a O;
->passive-interface viant0

/A ESW1RIREE IR
->conft

->intvlan10

->shu

->no shu

JAEHAESWI L 1TEB BEHTFE
->intfa 0/0

->shutdown

->intvlan 10

->standby 1 track fa 0/0 51 Wetssta 0/OIKES, HHINBEML AR PR (FES1

->end
->shostandby brief
->sho standby
->shotrack

/1E5FERE
->conft
->intfa 0/0
->no shutdown

/[EEEEHIRZE

->intvlan 10

->standby 1 preempt delay minimum 60
->end

->sho standby

ESW2:

->conft

->intran fa1/0 -1

->switchport trunk encapsulation dotlq
->switchport mode trunk

->do shovtp status

->intvlan 10

->ipadd 192.168.10.2 255.255.255.0
->no shu

->exit

->spanning-tree vlan 10root secondary
->intvlan 10

->standby 1ip 192.168.10.254
->standby 1 priority 150

->standby 1 preempt

->intfa 0/0

->ipadd 10.1.12.2 255.255.255.0
->no shu

->ip routing

->routerospf 1

->router-id 2.2.2.2
->network0.0.0.00.0.0.0a 0
->passive-interfaceyvlan 10

ESW3:

->conft

->intran fa1/0 -1
->switchporttrunk encapsulation dotlq
->switchport mode trunk
->end

->shovlan-sbrief

->conft

->intfa 1/2

->switchport mode access
->switchportaccessvlan 10
->end

->sho mac-address-table

PC1:

->ip 192.168.10.10/24 192.168.10.254
->ping 192.168.10.254

->ping11.1.1.1 -c4

->ping11.1.1.1 -t

/IVlan 10K (HEHAESWIRKHESR)
//BRFFRBvlan 10

/[ESW1EITREE, WBEIREVARNA
//ESWIFHEI e RS R pingl®

//ESW1 HITRBERIIIRES, LIRS EES
R1:

->conft

->intfa 0/0

->ipadd 10.1.11.1 255.255.255.0
->no shu

->intfa 1/0

->ipadd 10.1.12.1 255.255.255.0
->no shu

->intlo0

->jpadd 11.1.1.1 255.255.255.255
->routerospf 1
->router-id11.1.1.1

->network 0.0.0.00.0.0.0a 0
->end

->shoip ospfintbrief



T B KA

SW1:

[USG6000V1]sy

[USG6000V1]sysname swl

[swi]

[sw1]intg1/0/0

[sw1-GigabitEthernet1/0/0]ip add 192.168.10.254 24
[sw1-GigabitEthernet1/0/0]intg 1/0/1
[sw1-GigabitEthernet1/0/1]ip add 192.168.20.254g24
[sw1-GigabitEthernet1/0/1]intg 1/0/2
[sw1-GigabitEthernet1/0/2]ipadd 10.1.12.1 24,
[sw1-GigabitEthernet1/0/2]q

[swi]disipintbrief

[swi]firewallzone trust

[sw1-zone-trust]addintg1/0/0
[swl-zone-trust]addintg1/0/1
[swl-zone-trust]laddintg1/0/1

[sw1-zone-trust]q

[sw1]firewallzone untrust

[sw1-zone-untrust]add int g 1/0/2

[swi1-zone-untrust]q

[sw1]ip address-set 10type object
[sw1l-object-address-set-10]address 192.168.10.0 mask 24
[sw1-object-address-set-10}ip address-set 20 type object
[sw1-object-address-set-20]address 192.168.20.0 mask 20
[sw1-object-address-set-20]q

[sw1l]disip address-setall

[sw1]ip route-static 192.168.30.0 24 10.1.12.2
[swi]security-policy

[swi-policy-security]rule name permit_pcl_pc3

[sw1-palicy-security-rule-permit_pcl_pc3]source-zone trust

SW2:

<USG6000V 1>sy

[USG6000V1]sysname sw2

[sw2]intg1/0/0

[sw2-GigabitEthernet1/0/0)ip add 192.168.30.254 24
[sw2-GigabitEthernet1/0/0]int g 1/0/2
[sw2-GigabitEthernet1/0/2)ip add 10.1.12.2 24
[sw2-GigabitEthernet1/0/2]q

[sw2]firewall zone trust

[sw2-zone-trust]add intg 1/0/0

[sw2-zone-trust]firewall zone untrust

[sw2-zone-untrust]add intg 1/0/2

[sw2-zone-untrust]q

[sw2]ip address-set 30type object
[sw2-object-address-set-30]address 192.168.30.0 mask 24
[sw2-object-address-set-30]q

[sw2]ip route-static 192.168.10.0 24 10.1.12.1

[sw2]ip route-static 192.168.20.0 24 10.1.12.1
[sw2]security-policy

[sw2-policy-security]rule name permit_to_pc3
[sw2-policy-security-rule-permit_to_pc3]source-zone untrust
[sw2-policy-security-rule-permit_to_pc3]destination-zone trust
[sw2-policy-security-rule-permit_to_pc3]destination-address address-set 30
[sw2-policy-security-rule-permit_to_pc3]service icmp
[sw2-policy-security-rule-permit_to_pc3Jaction permit

[sw1-policy-security-rule-permit_pcl_pc3]destination-zone untrust
[sw1-policy-security-rule-permit_pcl_pc3]source-address address-set 10

[sw1-policy-security-rule-permit_pcl_pc3]serviceicmp
[sw1-policy-security-rule-permit_pcl_pc3]action permit
[sw1-policy-security-rule-permit_pcl_pc3]q
[sw1-policy-security]rule name permit_pc2_pc3

[sw1-policy-security-rule-permit_pc2_pc3]source-zone trust

[sw1-policy-security-rule-permit_pc2_pc3]destination-zone untrust
[sw1-policy-security-rule-permit_pc2_pc3]source-address address-set 20

[sw1-policy-security-rule-permit_pc2_pc3]serviceicmp
[sw1-policy-security-rule-permit_pc2_pc3]action permit






0. AW -aspf
FTPIRSE OIS FEIE -

FW1:

->sy

->sy fwl

->intg 1/0/0

->ipadd 192.168.10.254 24
->intg 1/0/1

->ipadd 192.168.20.254 24
_>q

->firewall zonetrust
->add intg 1/0/0
->firewall zone untrust
->add intg 1/0/1
->undo firewall detect ftp
->security-policy

->rule name permit_ftp
->source-zone trust
->destination-zone untrust
->service ftp

->ac permit

//FFigaspfLiEe

->firewall detect ftp

->dis firewall server-map
->dis firewall session table ver

L





