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AR
1 int main(void) , FIEAE
void getNowTime (char *) EXEE%?%%ETIQ

N

3 void log fun (FILE *, char *, char%)

2. HEghir:
#define SERV PORT 8080 ///{iily
#define SERV HOST ”127.0.0.
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void getNowTime (char *nowTime)

{
memset (nowTime, 0, sizeof (nowTime));
char acYear[5] = { 0 };
char acMonth[5] = { 0 };
char acDay[5] = { 0 };



char acHour[5] = { 0 };
char acMin[5] = { 0 };
char acSec[5] = { 0 };

time (&now) ;

timenow = localtime (&now) ;

strftime (acYear, sizeof (acYear), “%Y”, timenow)
strftime (acMonth, sizeof (acMonth), “%m”, timenow);
strftime (acDay, sizeof (acDay), “%d”, timenow);
strftime (acHour, sizeof (acHour), “%H”, timenow) ;

"
>

strftime (acMin, sizeof (acMin), “%M”, timenow);

strftime (acSec, sizeof(acSec), “%S”, timenow);

strncat (nowTime, acYear, 4):
strecat (nowTime, 7=7);
strncat (nowTime, acMonth, 2);
strecat (nowTime, 7=7);
strncat (nowTime, acDay, 2);
strcat (nowTime, ” 7);
strncat (nowTime, acHour, 2);
strcat (nowTime, 7:7);
strncat (nowTime, acMin, .2);
strcat (nowTime, 7:7); L
strncat (nowTime, acSee, 2)5

strcat (nowTime, “\t\t{);

return;

}
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2817-87-11
2817-87-11
2817-87-11

2817-87-11
2817-87-11
2817-87-11

Connect successfully!
Client IP:127.8.8.1, Client Port:37592
Sending time informatiom successfully!
Connect successTully!
Client IP:127.6.8.1, Client Port:37594
Sending time informatiom successfully!
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1 int main( R, MFIEE
2 void get tim FRE 1 i B ) 155 B
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3 void log fun (FILE * *,'char) HE

2. HAREi
#define SERV_PORT,80
fidefine SERV 0.0.
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bzero (buf, BUFSIZ);



len = 0;
while ((len = recv(cfd, buf, sizeof(buf), 0)) > 0) {
if (fwrite (buf, sizeof(char), len, fp) < len) {
fprintf(stderr, “ERROR: Write to file failed!\n\n”);
sprintf(temp, “ERROR: Write to file failed!\n”);
log fun(log fp, time log, temp);
exit(1);
}
bzero (buf, sizeof (buf));
}

% i

[/ RIFHAER IR 554

[/ B, G R A RS, BRI E IR

bzero (buf, BUFSIZ) ;

len = 0;

while ((len = fread(buf, sizeof (char), sizeof(buf), fp)

if (send(cfd, buf, len, 0) < 0) {

printf ("ERROR: Send file: %s failed!\n”,  file
exit(1);

}
bzero (buf, BUFSIZ) ; %
| ;:!
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Program  practice  testl_2

C
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Program  practice  test?_2 2, |j =
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server Server.c
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2617-87-11
2017-87-11
2017-87-11
2017-87-11
2017-87-11
2017-87-11
2017-87-11
2017-87-11

2817-87-11
2817-87-11
2017-87-11
2817-87-11
2817-87-11
2017-87-11
2817-87-11

Connect successftully!
Client IP:127.8.08.1, Client Port:37694
Receive data successfully!

te @ writeable file failed!
Connect successfully!
Client IP:127.8.0.1, Client Port:37698
Connect successfully!
Client IP:127.6.68.1, Client Port:37788
Receive data successfully!
Download files from the cliemt...
Receive files successtully!
Connect successftully!
Client IP:127.8.68.1, Client Port:37782
Receive data successfully!
ERROR: Create a writeable file failed!
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1 int main(¥oid)
2 void log fun(FILE%; char®, chark)
3 void get time(char )
4 void my decryption(unsigned char
*, unsigned ,char %)
5 void my.encryption (unsigned char
%, unsigned char *)
(2)RSA
A&
1 int main(void)
2 int private decrypt (unsigned
char *, int, unsigned char *)
3 int public encrypt(unsigned char
%, int, unsigned char %)
4 RSA * createRSA (unsigned char
*key, int public)
5 RSA * createRSAWithFile (char *

int public)
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#define SERV_PORT 8080
#tdefine SERV_HOST “127.0.0.1”
typedef struct encry {

int len;

unsigned char encrypted[4098];

} trans;

/ /AT
int padding = RSA_PKCS1 PADDING; //RSA NO PADDING
char *pubkey = “public. pem”;

char #*prikey = “private. pem”;
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(1)DES

PIEEAE
void my encryption(unsigned char *data, unsigned char *encryption)

{



/ /7€ Xopenss 1 {1E A4

DES cblock key;

/R SR A5

DES key schedule key schedule;

/ /KRR R A E A

DES string to key(keystring, &key);
/R R S5

DES set_key unchecked(&key, &key schedule) ;

unsigned char *src;

unsigned char *test;

/ /3 SR AR W SCHEAT AL P
[/ FIWTRE A  EIHTE

int data len = strlen(data); @
//printf (“data_len:%d\n”, data len);

int data_rest = data_len % 8;

int len;

//printf (“data_rest:%d\n”, data_rest);
if (data rest !=0)

{

len = data len + (8 s

len = data.le

//pridtf.( d\n”, len);

ed char tmp[8];
igned char in[8];

int count, i;//it#¥AE;

src = (unsigned char *)malloc (len) ;

test = (unsigned char *)malloc(len);
//printf ("%d\n”, len);

if (src == NULL)



fprintf(stderr, "malloc failed\n”);

exit(1);
}
else
{
/ /B FEHIUEA S
if (data_rest !=0)
{

memset (src, 0, len);
memcpy (src, data, data len);
memset (src + data len, 0, 8 — data rest);

else

memset (src, 0, len);
memcpy (src, data, data len);
) @
/AR SO E, AT 4 AL
count = len / 8; $
for (i =0; i < count; i++)
{
memset (tmp, 0, 8) @

memset (in, 0, 8)

memepy (tmp, src

// ®
DES ech e ((cons
DES ENCRYPT) ;

mepy (test + (8 * i), in, 8);

(encryption, test, len);

il 2 R
void my decryption(unsigned char *encryption, unsigned char *dst)

{

DES cblock key;
DES key schedule key schedule;

ES_chlock*)tmp, (DES cblock¥)in, &key schedule



DES string to key(keystring, &key);
DES set key unchecked(&key, &key schedule) ;

int len;

len = strlen(encryption);
unsigned char tmp[8];
unsigned char in[8];

int count, i;//iTH4UEHE
unsigned char *test = NULL;

test = (unsigned char *)malloc(len);

if (test == NULL)
{

fprintf(stderr, "malloc fail\n”);

exit(1); @ .
}
else
{

/1 AR *

memset (test, 0, len);

count = len / 8;

for (i = 0; i < count; i++)
{

memset (tmp, O,
memset (in, 0, 8)

memepy (tmp, encryption + (8 * i), 8);

DES ech e ((cons
DES_DECRYPT) ;

ES_cbhlock*)tmp, (DES cblock*)in, &key schedule,

mepy (test + (8 * i), in, 8);

(dst, test, len);

(2)RSA

AL IS RS A
RSA * createRSAWithFile(char *filename, int public)
{

FILE *fp = fopen(filename, “rb”):



{

if (fp == NULL)

{
perror ("open key file Error”);
return NULL;

}
RSA *rsa = NULL;

if (public)
{
rsa = PEM read RSA PUBKEY (fp, &rsa, NULL, NULL);

PEM read RSAPrivateKey (fp, &rsa, NULL, NULL);

rsa

return rsa;

/ /BEEASE AR
RSA *rsa = NULL;

o G
BIO *keybio;
keybio = BIO new mem f(k. -

T BT R AR RS A% iu
RSA * createRSA (unsigned char *key, int publ

if (keybio

{
p iled to create key BIO”):
if (public)
{
rsa = PEM read bio RSA PUBKEY (keybio, &rsa, NULL, NULL);
}
else
{
rsa = PEM read bio RSAPrivateKey (keybio, &rsa, NULL, NULL);



if (rsa == NULL)
{
printf ("Failed to create RSA”);

return rsa;
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(3) AR 4% 25 M P A% ” Nice to meet you!”
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1. BEHE5H:

N

AR
void main ()
void@display ()
pcap t* pcapnsocket (char *, const
char *)
void capture_loop(pcap t *, int,
pcap_handler)
void showIPInfor (u_char *, struct
pcap_pkthdr *)
void showPacketInfor (struct ipk,
u_char %, char *, char*, char *)
void get packet (u char *, struct
pcap pkthdr *, u char *)
void output ()

2. BHELE:

pcap_t* p;

pcap t* pcap socket (char*, const char);
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void get packet(u_char *arg, struct pcap pkthdr spkthdr, u_char *packet)
int i; .'
struct ip¥* iphdr;

char iphdrInfo[256];

char srcip[256]; §

char dstip[256];

/BRI S, IRE TP i
packet += linklen;
iphdr = (struct ip*)packet?

strepy (sreip, inet ntoa (i
strcpy (dstip, inet ntoa(i
sprintf (iphdrInfo, “ID:%d

showl , pkthdr) ;

=0; i < pkthdr—>len; ++i) {
printf(” %02x”, packet[il]);
if (G+ 1 %16==0) {
printf ("\n”) ;

printf("\n\n");
setbuf (stdin, NULL);

10



showPacketInfor (iphdr, packet, srcip, dstip, iphdrInfo);
}
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3. JIUHX ICMP
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(2)f# H ping T4
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(1) FHBEMMERTETE RARATEE (20%) ;

(2) MEBRERAGBLTHRELEHEFES (20%) ;

(3) IBATHERE#H (20%) ;

(D NFIEFERHKE, RERZBRERSATEH (20%) ;
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